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Abstract
Anonymity is of great importance in distributed agent applications such as e-commerce & auctions.
This paper proposes and analyzes a new approach for organized anonymity of agents based on the use
of pseudonyms. A novel naming scheme is presented that can be used by agent platforms to provide
anonymity for each individual agent. The paper introduces two distinct techniques, one based on handles
and another based on agent spawning. Both techniques can be integrated into agent platform middleware,
automatically guaranteeing anonymity for all individual agents. The applicability of this approach is
evaluated for three agent platforms: AgentScape, JADE and SeMoA.
1 Introduction
Agent techniques provide state-of-the-art solutions for distributed applications such as e-commerce, e-
health, resource negotiations and electronic auctions [11]. Anonymity of agents can be an important re-
quirement for such applications. This can be acquired by conventional methods such as the use of a mediator
or another outside trusted third party. A mediator or trusted third party acts on behalf of an agent (and its
owner) and relays messages without an agents identity. However, such methods require an explicit effort on
the agent application developer. He/she not only needs to interpret a mediator in his/her application, (s)he
also needs to make sure that no information regarding the agent’s identity is leaked by other means. Only
if a number of necessary precautions are taken by the developer can agents not be tracked and are they thus
anonymous.
This paper proposes a new approach for anonymity for agents and agent based applications that guar-
antees anonymity for all agents without any additional effort on the part of agent application developers.
Assuming agents trust the middleware –the agent platform– on which they run, anonymous communication
between agents can be guaranteed.
The focus of this paper is on the anonymity of individual agents. The link between agent and owner
does not have to be anonymous, since the middleware is trusted and can thus be trusted to keep this infor-
mation confidential1. Anonymity is not an absolute notion, one can be anonymous to one person and not
to another. Similarly, agents can be anonymous to other agents, but not to the agent platform, as assumed
in this paper. Several degrees of anonymity can be distinguished ranging from absolute anonymity to total
non-repudiation [3, 6]. The paper focuses on organized semi-anonymity. It is both organized and semi-
anonymous: the agent platforms issues pseudonyms, which provide anonymity for an agent with respect to
other agents, but not with respect to the agent platform itself.
A naming scheme is introduced that ensures that an agent’s true identity and its pseudonyms are unique
and cannot be linked to each other by any outside parties. Two techniques that provide this form of com-
munication anonymity are presented: one based on pseudonyms and one based on agent spawning. Both
techniques can be integrated into the agent platform. This hides them for agent (developers) while ensuring
anonymity automatically.
1We think that, from a practical perspective, it is reasonable to assume that most agent platforms are unwilling to accept agents
that are completely anonymous. Such agents can run havoc on agent systems and the agent platform is unable to take any (legal)
action against the agent owner, nor can it recognize future malicious agents coming from the same source. This is clearly an unwanted
situation, therefore identification of agent owners by agent platforms, as well as other identity management mechanisms for agent
systems [4], form a prerequisite in this paper.
Our approach provides a dedicated and organized solution for anonymity of agents, in contrast to more
general anonymizing techniques. Most notably, Korba, Song and Yee [8] use onion routing [5] for all
inter-agent communication. Onion routing provides anonymous communication by redirecting messages
via a number of routers using an unpredictable path. Their approach is implemented in the JADE agent
platform [2] where a dedicated communication layer facilitates all anonymous inter-agent communication.
This approach can guarantee the same level of anonymity as our own. Our approach however forms a
dedicated solution for agents that can be fine-tuned to meet a range of agent specific settings.
The distinct advantages and (minor) disadvantages of our approach to organized anonymity are analyzed,
and illustrated in three agent platforms: AgentScape [12], JADE and SeMoA [15].
An overview of anonymity as commonly defined in Computer Science and the application of this def-
inition to distributed agent systems in Section 2 provides the background for this paper. Section 3 gives a
high-level overview of the naming scheme for anonymity. Section 4 presents two different techniques that
can be used to acquire anonymity. Section 5 discusses a number of ways how these techniques can be real-
ized, ranging from complete integration in the agent platform middleware to solutions based on individual
agent implementations. Section 6 discusses the actual implementation of the approach for anonymity in
three agent platforms. The papers ends with discussion and conclusions.
2 Anonymity in agent systems
Classical anonymity in computer systems focuses on anonymity of the underlying communication layer [16],
as does this paper. The typical goal is to anonymously browse the Internet, or communicate with other parties
without revealing the parties true identity. The related notions of anonymity are:
– sender anonymity
– receiver anonymity
– link anonymity (unlinkability)
The first two, sender and receiver anonymity, require that the location of the sender and receiver, respec-
tively, are hidden for the other communicating party. Link anonymity, also known as unlinkability, ensures
that the link between the communicating parties remains anonymous to all third parties: it is impossible for
any outside party to observe if two parties are communicating with each other. Note that the communicat-
ing parties themselves are often aware of the (true) identity of the other party. In practice these forms of
anonymity can be combined.
This general notion of anonymity in computer science can be applied to agent technology. The focus
is on anonymity of individual agents. It is assumed that the relation between agent owner and agent is
confidential, and guaranteed by the agent platform. Full anonymity, i.e., receiver, sender and link anonymity
taken together, can only be established when an agent cannot be linked to a legal entity, either directly or
indirectly via its communication with other agents. A platform based solution that enables the middleware to
(automatically) provide link anonymity and location anonymity for each individual agent is the main focus
of this paper. Pseudonyms are used for this purpose.
The use of a pseudonym on its own does not suffice. Outsiders can possibly observe communication
events of an agent and use this to obtain (unwanted) information about an agent. Another danger occurs if
an agent uses the same pseudonym to communicate with several other agents. Together these agents can
infer that they have been talking to the same party, breaking anonymity.
In agent systems that support mobility of agents yet another form of anonymity exists: migration
anonymity. In essence this hides the migration path of an agent, and thus hides the original starting platform
of an agent which results in a form of anonymity. Migration anonymity falls outside the scope of this paper,
Rafal Leszczyna and Janusz Go´rski [10] discuss migration anonymity in more detail.
3 A naming scheme for anonymity
An agent platforms can identify an agent by its globally unique identifier(GUID). Such a GUID corresponds
uniquely with the identity of the agent. Pseudonyms can be used for communication, as stated above. Using
only one pseudonym is not enough to obtain link anonymity. Consider the following example:
Example 1
There are three agents A, B and C, each with their own pseudonym PA, PB and PC respectively. Agent A
considers obtaining services from either agent B or C. It first uses its pseudonym PA to communicate with
agent B and asks agent B the price of its service, then agent A uses the same pseudonym PA to ask agent C
the price of its services. Although agent B and agent C do not know A’s real identity, together they can still
determine that the same agent has been asking price information of the services they provide. Thus agent A
has not been communicating anonymously.
Example 1 above clearly shows the need for agents to use a pseudonym for each individual communi-
cation event (or communication session) to obtain (link) anonymity. For similar reasons, agents should also
use a different pseudonym each time they communication with the same party at a later time interval. This
ensures that an agent does not reveal too much information over time which can compromise link anonymity.
In our approach each agent has one globally unique identifier and has multiple pseudonyms that are used
for each separate communication event.
An agent platform should provide a naming scheme that ensures that all GUID’s and pseudonyms are
unique. Moreover, GUID’s must be hidden from other agents and pseudonyms cannot be linked to a specific
agent and to each other.
4 Techniques for anonymity
There are several techniques that can be used to realize the naming scheme for anonymity. This section
discusses two such techniques.
The first technique shows how the naming scheme can be acquired using handles. A handle is a unique
and meaningless string [1] that is bound to a specific agent. This works well, but it sometimes requires some
modifications to the underlying agent platform middleware. The other technique, based on agent spawning,
can be readily implemented in several current agent platforms without any modifications to the platforms’
middleware. The disadvantage of this is that agent developers have to choose to use this technique since it
is not provided automatically by the platform. Section 6 shows how the techniques from this section can be
implemented in a number of agent platforms.
4.1 Using handles for anonymity
Each agent is assumed to have a global unique identifier (GUID) which is only known to the agent platform.
Such a GUID can, for example, be implemented by a Universally Unique Identifier (UUID, ISO 11578:1996).
Furthermore, each agent can acquire as many (globally unique) handles as it requires. These handles serve
as pseudonyms and are used for communication purposes.
Since handles have no intrinsic meaning and they do not leak any information about an agent or its owner
agents can safely use handles as pseudonyms. Link anonymity can be acquired by agents if they use a new
handle for each communication event.
The agent platform is responsible for handing out agent GUID’s and handles. Handles and GUID’s should
be related. An agent platform should be able to check if the handle that an agent uses indeed belongs to it.
However, others (agents in particular) should not be able to determine if two handles belong to the same
agent. This can be accomplished by using a cryptographic hash function [7]. The following algorithm is
used by the agent platform to generate handles for agents, where ‘sha’ is a cryptographic hash function:
handle1 = sha(GUID + 1)
handle2 = sha(GUID + 2)
...
or more general:
handlen = sha(GUID + n) with n ∈ N+
This has two specific advantages:
– If the GUID is not known then handles cannot be linked to each other or one specific GUID.
– If the GUID is known then the platform cannot deny that a specific handle belongs to a GUID.
GUID1 GUID2 GUID3
Agent Handle1 Agent Handle2
Name1 Name2 Name4 Name5
Agent Handle3 Agent Handle5
Name3
Agent Handle4
Private lookup service, only available to the middleware
Public lookup service
Figure 1: Schematic overview of the handle technique
Several properties of cryptographic hashes, such as Sha-1 and MD5 are used: First the fact that crypto-
graphic hashes are one way is used, i.e., easy to compute but very hard (computably infeasible) to reverse.
This guarantees that if an agent knows a handle it can not compute the corresponding GUID. Cryptographic
hashes also have the property that they are collision free, i.e., it is computably infeasible to construct two
different GUID’s that have the same hash-image. This ensures that all handles are unique. And cryptographic
hashes also have the property that a small change in the input results in a big change in the output (roughly
half of the bits should change). This ensures that agents can not determine if two handles belong to the same
GUID (agent).
A lookup service is necessary so that platform locations can link handles back to GUID’s. It is essential
that the lookup service that maps handles to GUID’s is private to the middleware. If this is the case then link
anonymity for agents can be guaranteed. Agents can however also use an optional human readable name,
where each name corresponds with one handle. A public lookup service also links names with handles and
vice versa. Figure 4.1 schematically displays the handle technique, where arrows indicate a possible lookup.
Since handles are used for all communication between agents, where handles are only unique meaning-
less strings, no information about the location of a particular agent is revealed. Hence this technique also
provides location anonymity and thus also sender and receiver anonymity. Whenever two agents communi-
cate they do not have to share the location (host) on which they reside.
Agents can implicitly revoke a handle (simply by no longer using it) or explicitly (in which case the han-
dle is removed from the lookup service). By definition, handles are also unique over time, due to the large
number of possible handles no handle is ever used twice. However, if so required, a time-stamping mech-
anism can be used to limit the lifetime of individual handles and hence make handles applicable for reuse.
Note that guaranteeing uniqueness of handles is important for reliability, correctness and accountability.
4.2 Using agent spawning for anonymity
Another technique can be used to acquire anonymity. For this technique to work the agent platform should
allow agents to spawn their own (other) agents and it should not be possible to determine which agents are
related via spawning. Thus if an agent is spawned then other agents should not be able to tell whether the
agent really is a spawned agent and which agent created it.
If these requirements are met then agents can use spawned agents for communication purposes. In
essence, a spawned agent is used as a pseudonym for its original agent. The spawned agent works as a
simple proxy whose sole task it is to redirect messages to other agents and back to the originating agent. In
principle, an agent can spawn a new agent for each communication event and hence can be (link) anonymous
with respect to other agents. Note that in this technique spawned agents are basically used as handles. Again,
the agent platform is the only party that may be aware of the link between spawned and ‘original’ agents,
which is similar to the private lookup service in the technique explained in Section 4.1.
Location anonymity can also be provided using this technique, provided that agents are either allowed to
create agents on other platforms or that agents can migrate between platforms. As a dedicated agent is used
for communication purposes only other agents can determine on which host the spawned communicating-
agent resides (if the platform discloses this information). On which platform the original (anonymous) agent
that started the communication event resides is not known to other agents.
Whether location anonymity can be provided also depends on the platform, e.g. in JADE-S [14] (a
secured extension of JADE) one can require that a pre-defined format for agent names is used. This format is
defined by a local administrator by means of a security policy. For example, the security policy, as proposed
in the JADE-S documentation, can specify for a user named Bob that he can only create agents if the name
contains the prefix ‘bob-’, resulting in a name such as ‘bob-agent1@platformA.myexample.org’. If a
security policy of this form is used then agent spawning cannot be used for anonymity.
5 Middleware implementation
The techniques described above can be implemented at several levels, ranging from middleware to services
to individual agents.
An organized solution for anonymity requires a solution that is integrated in the middleware of the
agent system. This allows agents to communicate anonymously without any additional effort by the agent
developer. The handle technique can easily be integrated completely in the middleware. A new handle is
automatically generated by the agent platform for each communication event. Since agents are not part of
the middleware, the agent spawning based approach can not be combined with the middleware.
However, it is often not necessary to make the communication with all parties anonymous. In fact
sometimes an agents needs to reveal its identity to gain access to certain information or an agent might want
to establish several (virtual) identities. Such cases require a more fine-grained solution.
Policies can be defined on a per agent basis when an agent’s communication should be anonymous. More
advanced policies, e.g. self-learning or self-organizing ones [18], can refine this further and allow agents to
be anonymous to some agents while not anonymous to others.
An anonymizing service –implemented by an agent– on top of the middleware forms another implemen-
tation possibility. A dedicated agent works as a sort of proxy and routes all communication. As long as this
proxy agent uses a new handle or spawned agent for each new communication event the communication
is anonymous. This ‘gateway’ approach has the obvious advantage that agent developers have a more fine
tuned control of anonymity. The anonymizing service can be used if circumstances require this.
Self management by the agent developer is the most finely tuned approach. Agent developers can imple-
ment anonymity themselves using either handles or spawning techniques. This allows control on a very fine
scale, but it also requires the most effort on the agent developers part.
5.1 Observations
Both the handle and the agent spawning technique have advantages and disadvantages.
The ‘handle’ technique of Section 4.1 has the advantage that it provides an organized solution for all
agents that can easily be integrated into the agent platform middleware. Location anonymity is also guaran-
teed as all communication is routed via handles that do not reveal any information about an agent’s location.
Finally, the performance overhead of this technique is marginal. The largest disadvantage is that the tech-
nique cannot be implemented in most existing agent platforms without significant changes to the platform’s
middleware.
The ‘spawning’ technique of Section 4.2 has as its largest advantage that it can be used without any
changes to the agent platform’s middleware, provided that the platform supports agent spawning and that
creating and spawned agents cannot be linked. A disadvantage is that the solution is not organized, i.e.,
can not be completely integrated into the agent platform middleware. A dedicated anonymizing service
–implemented by a spawning agent– forms a reasonable alternative. An other disadvantage is that the
performance overhead is significant: instead of a handle the middleware has to create a new agent for each
communication event which obviously consumes some additional platform resources. Location anonymity,
can only be provided if agents are allowed to either spawn agents on other locations or are allowed to migrate
between locations.
When to use which technique depends on circumstances. In cases where only a limited number of agents
require anonymity, the spawning technique probably make more sense. The performance penalty outweighs
the convenience of using a familiar agent platform. However, if all agents require anonymity then the handle
technique is better, even if this means a partial re-implementation of an existing agent platform.
6 Evaluation of existing agent platforms
The techniques discussed in the previous section are analyzed for three agent systems: AgentScape [12], our
own agent platform, JADE [2], the most broadly used agent system and SeMoA [15], an agent system that
focuses on security.
The handle-based approach is (partially) implemented in AgentScape as is the agent spawning approach.
The other platforms (JADE and SeMoA), require significant changes to the agent platform middleware to
implement handles. This section only discusses the agent spawning techniques, that can be implemented on
top of the middleware, for these platforms
6.1 AgentScape
AgentScape2 is a framework for development and deployment of open, large-scale distributed agent systems
and includes support for fault-tolerance, security, heterogeneity and interoperability [12]. AgentScape’s
middleware security features include separate use of globally unique identifiers (GUID’s) and handles (of
agents and services), leasing of resources, sandboxing of agents, signing agent’s code and its state, and
secure communication. In AgentScape both techniques (use of handles and agent spawning) for implemen-
tation of anonymity can be applied.
Handles
AgentScape uses a handle-model as described in Section 4.1. Each agent has its own globally unique
identifier (GUID). The GUID is generated upon creation of the agent and is kept private to the middleware. An
agent always has an initial handle that can be linked —by the middleware– to the agent’s GUID. Optionally,
a name can be assigned to a agent’s handle. Additional handles can be requested to the middleware. An
agent’s handles and names are registered in a Name Look-up Service (NLS), that is assumed to be private to
the middleware3. An anonymizing service and automatic generating of new handles for each communication
event are not (yet) integrated in the AgentScape middleware. However, implementation of these modules
should be straightforward and can be expected in a future release of AgentScape.
Spawning
AgentScape supports agent spawning. Furthermore, spawning and creating agents cannot be linked to each
other, thus the spawning based technique from Section 4.2 can be used for anonymity.
6.2 JADE
JADE4 (Java Agent Development Environment) is a development-framework and runtime execution en-
vironment for distributed multi-agent systems [2]. JADE is FIPA-compliant, i.e., it adheres to the FIPA
standard5, which are intended to promote the interoperability of heterogeneous agents and services.
The agent spawning technique can be used for anonymity in JADE. Agents can easily start new agents
and choose names for them. A possible threat for an agent’s anonymity is formed by the Agent Manage-
ment Service (AMS). Every agent is required to register in the Agent Management Service. This registered
information is visible to others. Carefully monitoring the AMS can potentially break the anonymous com-
munication of agents, especially in situations where there are only a small number of agents on a platform.
2Version 0.9.0beta1, available at http://www.agentscape.org
3Two different lookup services can be used in AgentScape: the default lookup services, that is completely open and accessible to
anybody and a secure, decentralized lookup service [17] that is only accessible to the AgentScape middleware.
4Version 3.4, available at http://jade.tilab.com
5http://www.fipa.org
6.3 SeMoA
SeMoA6 (for ”Secure Mobile Agents”) is an agent platforms that has as main goals to provide a secure
agent environment and to develop an extensible and open server for mobile agents [15] and to provide
a secure platform for mobile access to multimedia data and services based on mobile agent technology.
SeMoA supports agent spawning, thus self-managed and dedicated-agent that provide anonymity can be
implemented.
In SeMoA, policies determine permissions for creation and deletion of agents (and many other opera-
tions). Since policies are specific for a single agent or agents of a specific agent owner (and valid for a certain
server), using a dedicated agent for communication is possible, because the communication-dedicated agent
can be started by another (trusted) agent owner. It is also possible to run a dedicated anonymizing agent in
another SeMoA server where a different policy does allow agent spawning.
7 Discussion
This paper introduces a new anonymizing approach for agent systems that guarantees organized semi-
anonymity for each individual agent. Two distinct techniques can be used to realize anonymity for agents.
The technique based on handles is completely integrated into the agent platform middleware. The technique
based on agent spawning cannot be integrated into the middleware, but this technique can easily be deployed
in current agent platforms, as AgentScape, JADE and SeMoA, without any changes to the underlying mid-
dleware.
Under which conditions which technique should be used depends on circumstances. In cases where only
a limited number of agents require anonymity, the spawning technique discussed in Section 4.2 makes most
sense. The performance penalty outweighs the convenience of being able to use a broad range of agent
platforms. However, if all agents require anonymity then the handle technique described in Section 4.1 is
more promising, even if this requires a partial re-implementation of an existing agent platform.
Although the approach discussed is theoretically secure, in practice a number of risks remain. If the
number of agents on an entire agent platform is known then, in theory, it is possible that all agents conspire
together against one agent. This breaks link anonymity. A simple solution to this problem is to use a number
of ‘dummy’ agents that belong to the agent platform itself. Other agents cannot determine if an agent is real
or belongs to the platform an thus the attack no longer works.
Another risk, although highly unlikely due to its intrinsic properties, is the use of side channel attacks [9].
Timing attacks, as discussed in [13], form a particular challenging problem. Using a combination of tech-
niques that observe timing behaviour together with statistical analysis almost certainly breaks anonymity.
If an organized solution based on handles is preferred the agent platform of choice is AgentScape. The
three analyzed platforms –AgentScape, JADE and SeMoA– all support agent spawning based solutions for
anonymity. More insight in the performance overhead of the handle techniques in AgentScape is needed.
Current research focuses on this aspect.
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